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本研究では EMA の局所性に着目し，AES 暗号に対するクロック間衝突を用いた電磁波解析
(CC-EMA：Clockwise Collision EMA)という新たな鍵復元アルゴリズムを提案する．対象とする
AES暗号実装は 1ラウンドを 1サイクルで行うループアーキテクチャ構造を有する．このような










AES 暗号回路の鍵を復元できるかを示す．また，S-box 回路が並列に実装された AES 暗号回路
では鍵値によりクロック間衝突の発生頻度が異なることを明らかにする．我々は測定環境だけで
はなく鍵値に依存した CC-EMA の解析コストの定量化も行なう．これらのシミュレーション結
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Ib : 10????????????????10???????? = I1||I2||...||I16
Cb : ????????????? = C1||C2||...||C16





HD(a, b) : a? b???????
HW(a) : a???????
S (·) : S-box??
SR(·) : ShiftRow??
ρ(X,Y) : X? Y???????
µHD=a : HD = a???????
σHD=a : HD = a????????












????? 128????AES (AES-128)?? 10???????????????
?? SubBytes (SB), ShiftRows (SR), MixColumns (MC), AddRoundKey (ARK)?
??????SR??, SR?? 4×4?????????????????? a?
? b??????? 4.1??AES-128???? SR?????????????










? 4.1: AES-128? SR?????????????
4.2 ?????????????????
?????????? AES???????AES??????? S-box???
??????????????? 2?????????????? 4.2?? 4.1?
???? 1???? 2, 3, 4????????????????????????
??????? 1??????, Ia????, Ca??? 2, 3, 4??????, Ia?
???, Cb???????????????????????????? 1??
SR????????, Ia????, Ca????????????? no shift-case?




? 4.2?????? SR????????, Ia????, Ca?????????
????? (a = SR(a))? no shift-case??????????????????
?????????????????????? 10?????????, Ia??
??, Ca???????????????Ia = Ca(= S (Ia) ⊕ Ka)???????
??????????????????, Ia????????????????
???????????? (Pr[Ia = Ca])? S-box??????????????
????AES???????? S-box???????????????????




S S S S
S S S S
)
)
? 4.2: AES????? 1, 2???????????????
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4.2.2 shift-case
? 4.2??????? SR????????, Ia????, Ca???????
?????? (a ! SR(a))? shift-case?????????shift-case?????
????? SR????????????????????????????
????????????????????? 10?????????, Ia???
?, Cb???????????????Ia = Cb(= S (Ia)⊕Kb)??????????
b = SR(a) ! a????????? no shift-case???????????2???
??, Ia? Ib??????????????????????????????




???????????????? 4.2???????????? no shift-case?
????????????????????????????????????
???????????? Ncc/256????????? 0?? 4???????
???? 4.1?????????? 8??? (256??)?? Ncc???????
???????????????
? 4.1: Ncc???AES????????????







? 4.2: ??????????????????, Ncc???
Key value Ncc Key value Ncc Key value Ncc Key value Ncc
00 0 40 1 80 2 c0 0
01 2 41 1 81 0 c1 0
02 1 42 1 82 3 c2 3
03 1 43 0 83 0 c3 2
04 0 44 1 84 0 c4 1
05 1 45 3 85 1 c5 0
06 3 46 0 86 0 c6 1
07 0 47 0 87 1 c7 2
08 1 48 0 88 0 c8 1
09 0 49 1 89 0 c9 1
0a 0 4a 2 8a 0 ca 0
0b 0 4b 1 8b 0 cb 1
0c 1 4c 3 8c 2 cc 0
0d 0 4d 1 8d 4 cd 1
0e 0 4e 2 8e 1 ce 0
0f 0 4f 1 8f 1 cf 2
10 2 50 1 90 3 d0 1
11 2 51 3 91 1 d1 1
12 2 52 1 92 1 d2 1
13 1 53 0 93 2 d3 0
14 2 54 0 94 0 d4 2
15 0 55 1 95 1 d5 0
16 1 56 0 96 0 d6 2
17 0 57 1 97 2 d7 2
18 0 58 0 98 2 d8 1
19 1 59 1 99 0 d9 3
1a 3 5a 2 9a 0 da 3
1b 0 5b 0 9b 0 db 2
1c 3 5c 0 9c 2 dc 1
1d 0 5d 1 9d 0 dd 1
1e 1 5e 0 9e 0 de 2
1f 2 5f 1 9f 1 df 1
20 3 60 2 a0 2 e0 0
21 1 61 1 a1 0 e1 0
22 2 62 2 a2 0 e2 1
23 0 63 2 a3 2 e3 0
24 0 64 0 a4 0 e4 1
25 0 65 1 a5 1 e5 0
26 0 66 0 a6 0 e6 1
27 1 67 1 a7 0 e7 4
28 1 68 2 a8 0 e8 2
29 0 69 1 a9 3 e9 1
2a 0 6a 1 aa 0 ea 0
2b 2 6b 0 ab 0 eb 1
2c 1 6c 2 ac 0 ec 1
2d 1 6d 2 ad 2 ed 2
2e 1 6e 3 ae 1 ee 1
2f 0 6f 1 af 0 ef 2
30 1 70 1 b0 1 f0 2
31 0 71 0 b1 1 f1 1
32 2 72 2 b2 0 f2 2
33 1 73 2 b3 0 f3 0
34 1 74 1 b4 2 f4 2
35 0 75 1 b5 2 f5 1
36 0 76 0 b6 2 f6 2
37 0 77 1 b7 1 f7 1
38 2 78 1 b8 2 f8 2
39 1 79 2 b9 4 f9 0
3a 1 7a 3 ba 1 fa 0
3b 0 7b 1 bb 0 fb 1
3c 2 7c 1 bc 0 fc 2
3d 1 7d 1 bd 0 fd 0
3e 0 7e 0 be 2 fe 1


























??????????? (HD = 0)?????????????
shift-case????????????????? 9?????????, Ia? Ib
??????????, Cb??????????????? S-box??????
???8???????, Ia? Ib??????????????Ia?Cb????
????HD(Ia,Cb) = a???????HD(Ia,Cb) = a???? THD=a????

































??????, h?????????????????Kb(= S (Ca)⊕Cb)????
????, K? t???????Kb = S (Ca) ⊕ Cb??????????????
????????? Ps(t, h)???????????, h???????? 1??
??????????? t = 1???????? b????? S-box?????
????????????????
Ps(1, h) = Pr[THD=0|Tx≤h] = Pr[THD=0 ∩ Tx≤h]Pr[Tx≤h] = S 0∑8a=0 S a , (5.3)
???????





??????????????????????µ = µHD=1 = · · · = µHD=8?






1 + erf( h−µ0√2σ2 ))
P0 · 12
(
1 + erf( h−µ0√2σ2 )) + (∑8a=1 Pa) · 12(1 + erf( h−µn√2σ2 ))
=
1 + erf( h−µ0√2σ2 )
256 + erf( h−µ0√2σ2 ) + 255 · erf( h−µn√2σ2 ) . (5.5)
??????????????????? Ps(1, h)???????????, h
?????????????????????, h??????????? x ≤ h
????????????????????????????????????
??????
???t? (t ! 1)???, K???????????????, M(t, h)??
M(t, h) = tPr[THD=0 ∩ Tx≤h] , (5.6)
?????
????????????????????? M(t, h)??????????
?, x ≤ h????????????????????? K ? t ??????
?????????, x ≤ h????????????????????, Kb?
Kb = S (Ca) ⊕Cb???????????????????? t????????

































EM trace of no clockwise collision













??????????????5.1???????????? µHD=0 = 13, µHD!0 =
20,σ2HD=0 = 29, σ2HD!0 = 33?????????????????????HD = 0
?HD ! 0?????????????? 5.2???????????????
????????????????????????? HD = 0? HD ! 0??
??????????? 5.2???????????????????????
????????????????????????????????????
???? Ps(t, h)????????????? M(t, h)????? 5.2? 5.2??
?, h????????, t?????????????? Ps(t, h)???????
?????? M(t, h)????






















































































? 5.3: ?????? µHD=0 = 13, µHD!0 = 20,σ2HD=0 = 29, σ2HD!0 = 33??????








































? 5.4: ?????? µHD=0 = 13, µHD!0 = 20,σ2HD=0 = 29, σ2HD!0 = 33??????
?, h????, t?????, Ps???
? 5.1: ???????????? (HD = a)??????????????
a 0 1 2 3 4 5 6 7 8
µHD=a 13.3 19.3 20.0 20.5 20.7 20.9 21.2 21.5 21.9
σ2HD=a 27.6 33.9 33.2 32.9 32.7 32.8 32.2 32.6 33.5
??????????, h?????????????, Ps(t, h)????????
??????????, M(t, h)???????????????
???????????????????????????????????
?, M(t, h)???????, K ??, t???????????????, Ps(t, h)
???????????, M(t, h)????, t???, h???????????
? 5.5?????????????????????????????????
???????????? M(t, h)???????, h????, t???????
????????????????????????????????? 90%
????????????????????????????????????
M(8, 12.5) = 44311????. t??????????????????????








??????? shift-case? no shift-case? 2??????????????no
shift-case????????????????????????????????
?????????????Ncc/256 (Ncc = 0, 1, . . . 4)? 5?????????
????????????????????????????????????






????? 5.6, 5.7, 5.8? shift-case? no shift-case??????????, M(t, h)
????????????????, t???????????????????
???????????????? Ncc = 4???????Ps(t, h) ≥ 90%???
??????????????????????????M(4, 12.5) = 5452??
??????? 5.6, 5.7, 5.8???????????????????????




???? 5.5, 5.6, 5.7, 5.8?????????????????????????


































































































































































































AES???? AES Comp [16]
????? 8MHz
??????? Agilent DSO7032A
EM???? WM7000 Probe Series HC020
EMC???? WM7400
?????????????? (SASEBO?Side-channel Attack Standard Evalu-










???????no shift-case???????????Cb = Ca??????????
????????????????????????????????????
????????????????????????? a??????????
??? (Ia = Ca)????????
Kb = S (Ca) ⊕Cb, (6.1)
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Algorithm 1 CC-EMA???AES?????????????????
Input: N, x j, C ja,C jb, h, ???? j ??????????????? ( j =
{1, 2, . . . ,N})?
Output: Kb, AES-128??????????.
1: for j = 1 to N do
2: if x j ≤ h then
3: K ← S (C ja) ⊕C jb
4: KeyList[K]← KeyList[K] + 1
5: end if
6: end for












??????? 7.3???????????, N = 5000????? CC-EMA?
?????????????????????????????? (6.1)???
??????????????????????????Kb = 2B??????














????????? N = 100 000???????????????? 6.2???
30
? 6.2: 2?????????????????????????
a 0 1 2 3 4 5 6 7 8
µHD=a 13.3 19.3 20.0 20.5 20.7 20.9 21.2 21.5 21.9
σ2HD=a 27.6 33.9 33.2 32.9 32.7 32.8 32.2 32.6 33.5
?????????????????????? (HD(Ia,Cb) = 0)??????
HD(Ia,Cb) ! 0??????????????????























































Input: N, x j,C ja,C jb,????j??????????????? ( j = {1, 2, . . . ,N})?
Output: Kb, AES-128??????????.
1: for Kgb = 0 to 255 do
2: for i = 1 to N do
3: Iga ← S −1(Cib ⊕ Kgb)
4: Lga ← HD(Iga ,Cia)
5: end for
6: KeyList[Kgb]← ρ(x, Lg)
7: end for


















fa(x) = 1√2π(σ∗HD=a)2 exp
(






?????????????????, µ∗HD=0???, (σ∗HD=a)2??????, p, q
????????????????




µHD=a (a = 1, 2 . . . , 8).
(7.3)















Pr[HD(Ia = Ca)] = Ncc256 , (7.4)
35
????????Ncc?????????Ncc = 0, 1, . . . , 4????????Ncc
?????? 4??? 4.2???????????????????shift-case?








? 7.1, 7.2, 7.3, 7.4??????????????????????????
????????????????????????????????????













? 7.1: ??????????????? CEMA??
? 7.2: ???????????????? CEMA??
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? 7.3: ??????????????? CC-EMA??


























?????? no shift-case??????? p, q????????shift-case??
??????????????????????????? Ncc???????
CC-EMA????????????????????????????????
????Ncc = 2, 3, 4????p = 1.0, q = 0?????CEMA???CC-EMA
??????????????????????????Ncc = 1??????














































































1. ????????AES???? (AES Comp)????????? S-box?
???????????????AES?????? 1?????????
??????????????????????????????AES?
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